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What is EPCS?

• EPCS – the Electronic Prescribing of Controlled Substances-

allows prescribers who use an EPCS-certified e-prescribing    

application to send prescriptions for controlled substances

electronically to pharmacies. 
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What is Required for prescribers to do EPCS?

• The DEA requires prescribers to go through Identity Proofing (IDP) and 
issuance of credentials. 

• Specific processes are outlined by the DEA for “activating” physicians to 
do EPCS. 

• Two factor authentication is required by prescribers when transmitting 
EPCS prescriptions.

• The two factor authentication will be a “Passphrase” and a OTP soft 
Token, obtained through the EPCS enrollment process and EPCSGold
with DrFirst. 
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EPCS Registration Process
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SureScripts provider enrollment

• Log on to the eMDS Practice Support site at: 

https://practicesupport.emds.com

https://practicesupport.emds.com/


Agenda

7©2016 eMDs

• If you are not already enrolled in ePrescribing, click the Surescripts
Enrollments link.

• Follow the steps to enroll in ePrescribing.  
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• Enroll as a New Provider

• Fields outlined in red are required. The e-mail address must be providers e-
mail address. 
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• If you are already enrolled in ePrescribing, click the Surescripts 
Provider link. 
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• Click the edit button next to the appropriate provider. 
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• The Following fields are required to enroll in EPCS:
• Home address, at least Address Line 1, City, State, and Zip code, DEA, Gender  

The email address must be unique to the provider
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• Under Service Levels click Controlled Substance
• You can select the Send Hard Token check box if you want to receive a physical token 

device in addition to the soft token you will receive. (eMDs recommends ordering a hard 
token as a back up to the soft token.)

• Complete the Token Mailing Address
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• Submit Enrollment
• Two e-mails will be sent to the enrolling provider: 
• One containing the soft token and another to start the Identity Proofing (IDP) process. 
• Once the provider enrollment has been submitted, activation must be completed within 

30 days. 
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Identity Proofing
(IDP)

The enrolling provider must complete the following steps to complete the 
Identity Proofing (IDP) process:

• When you receive the e-mail containing the soft token, install the soft token on a single 
device (computer or smartphone) other than the one used to access Patient Records. 
The soft token is a program that provides PIN numbers used for EPCS. 
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Identity Proofing
(IDP)

• When you receive the e-mail from DrFirst, click the link in step 1 in the e-mail.
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Identity Proofing
(IDP)

• The EPCSGold sign in screen appears with the NPI and Invite ID fields already 
populated. 

Note: Take note of the URL of this website. You will need to log back into 
this website later in the process. 
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Identity Proofing
(IDP)

• Click the Proceed button.  The Agreement for Services screen appears.
• Read the Terms of Use and Conditions and click the I Agree button. 
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• When the Stop screen appears - Ensure you have your token and personal credit 
card (MasterCard or Visa only) available, click Continue button. 
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• Complete the fields on this screen. The fields marked with a red asterisk (*) are required. 
• The address that you enter must be your HOME ADDRESS not your practice address. This 

is only used for the IDP process and must match the billing address of the credit card 
provided. 

• The Credit card must be a personal credit card, and cannot be a debit card or a business 
card. American express is not accepted. Only the first eight characters of the credit card 
number are required. 

If you choose to enter your driver’s 
license, DrFirst may require you to enter 
your class at the end of the number. 
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• Second registration screen requires that you answer the three questions based on your 
financial history and click the Continue button. 

• Answering one question incorrectly you may still pass the IDP. 
• Answering more than one question incorrectly you must start the IDP process over.
• If you fail the IDP three times, your account will be locked and must wait 24 hours to 

attempt the IDP process again.   
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• Third registration screen – confirms that you have successfully verified your identity. 
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• Fourth registration screen requires completing the fields in the screen to create 
passphrase and security question. 

• The passphrase is used during the process of sending a controlled substance within the e-
Prescribing application as well as your EPCS account in the future. 

• The passphrase must contain both lowercase and uppercase alphabetic characters, a 
numeric digit, and a special character. 

• Please be aware that eMDs cannot retrieve a lost or forgotten passphrase!
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• Fifth Registration screen notifies you that the passphrase was created successfully
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• Sixth registration screen requires completing the fields for Token Name, Serial Number 
and OTP PIN. 



Agenda

25©2016 eMDs

• Sixth registration screen adds the registered token to account.  
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• Once done adding tokens button, the seventh registration screen appears. 
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IDP Confirmation Code

• If a cell phone number entered during IDP process provider will receive an IDP 
confirmation code via text message.

• If no cell phone is provider will receive the IDP Confirmation code in a letter from 
Experian delivered via USPS First Class Mail within seven days. Letter sent to the home 
address provided during the IDP process.

• Once you receive the text message or letter, log back into the EPCSGold website using the 
URL you noted on slide 16. 

• You will need the OTP PIN from your token and the passphrase you created. 
• Enter the IDP Confirmation Code you received via text message or in the letter from 

Experian. 
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EPCS Configuration and 
workflow changes
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Practice Partner Configuration – to enable EPCS Provider

• Select Maintenance > Practices
• Select the practice with the provider is associated and click the Edit button.
• Open the General 2 tab>Providers Affiliated with Practice, select provider and click the 

Edit Prv  button. 
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Practice Partner – Edit PRV button

Enter in the provider’s SureScripts ID and click 
the EPCS LAC button. 
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Practice Partner Set up
Clicking the EPCS LAC button will launch the Access Control screen from DrFirst

• This screen lists only providers who have 
enrolled and completed the IDP and Experian, 
activated their tokens and entered the IDP 
reference IDs successfully. 

• The providers with inactive grants are listed 
first. 

• Search for or locate the provider in the  list 
and select the ACTIVE option for the provider. 

• Enter the validating providers NPI
• Select the OTP token from the Choose your 

device list field.
• Enter the passphrase and OTP PIN from the 

token. 
• Click Authorize button. 
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Practice Partner – EPCS - Enabled

• Once the passphrase and OTP PIN have 
been entered into the Access Control screen 
and authorized, this Practice Provider 
screen appears with EPCS-Enabled check 
box selected. 
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Practice Partner Provider Maintenance – Credentials Tab
• If a prescription is written for Subtex, Suboxone, Zubsolv or their generic equivalents, the 

prescriber’s Narcotics Addiction DEA Number (NADEAN) , must appear on the prescription. 

New field in Provider 
Maintenance
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Practice Partner – warning received if a prescriber does not have a NEDEAN and attempts 
to prescribe those medications electronically.  
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Practice Partner Operator Set up
• Edit the operator (enrolled Provider)
• General tab, select the This operator is the above provider  check box.
• This box may be checked already due to MU reporting. 
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Practice Partner – Pharmacy select window
• New field Electronically Prescribe Controlled Substance
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Practice Partner – Pharmacy 
• Controlled substances must be sent to eligible pharmacy.
• If sending mixed prescriptions necessary to send all to a pharmacy that can except 

controlled substances.  
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Practice Partner – Writing prescription for GHB
• If a prescription is written for Xylem (aka, gamma-Hydroxybutyric acid: GHB) the prescriber must indicate 

on the prescription the medical need of the client for the prescription. 

• This new field has been added to the perception window, and will be necessary to document the reason 
the Medication is being written. 
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Practice Partner-Controlled Substances
• When prescribing a DEA schedule ll drug, no refills are allowed. The Refills drop-down list will 

contain only 0 and you cannot manually enter any other value. 
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Practice Partner-Controlled Substances
• When prescribing a DEA schedule lll, IV, or V drug, only 0-5 refills are allowed. 
• The Refills drop-down list will contain options of 0,1,2,3,4, and 5 and you cannot manually enter any 

other value. 
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Practice Partner – Earliest Fill Date
• Enter the earliest date on which a pharmacy may fill the prescription. The default value for this 

field is the current date. Required for DEA schedule ll drugs. 

• Check Box area:  (Limit Refills) Select this check box to 
display a warning message when approving a refill of the 
prescription.  When you prescribe a DEA schedule ll, lll, lV, or 
V drug, the system selects this check box automatically. The 
check box also becomes unavailable so you cannot clear it. 
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Practice Partner – Sending controlled substance requirements for non prescriber versus a prescriber. 
Non prescribers do not have the option to Transmit. Controlled substance prescriptions can not be faxed. 
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• Practice Partner – Sending controlled substance requirements for non prescriber versus a 
prescriber. Non prescribers may enter the prescriptions in the system, however the following 
message will open up and the medication will stay in the Current Medication list pending until the 
enrolled prescriber signs off in DrFirst. 



Agenda

44©2016 eMDs

Practice Partner – Sending controlled substance requirements for non prescriber versus a 
prescriber. Prescribers only, have the option to Transmit. Controlled substance prescriptions 
can not be faxed. 
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Practice Partner – when sending the script the eligible pharmacy must be chosen as it 
verifies the DEA number through DrFirst (happens on all scripts).  
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Practice Partner – sending the script
• Click OK in the prescription window (as always) DRFirst window will open enter the passphrase and 

OTP code sign and send.
• Transmit as a group necessary to transmit non controlled – transmits as  traditional
• DrFirst window will open and can transmit group up to 5 controlled substances at a time
• Must choose a EPCS qualified pharmacy to send the entire batch.  



Agenda

47©2016 eMDs

Practice Partner – sending controlled substance 
• Status will then update in the Medication window per communication with Drfirst.
• When a controlled substance prescription is signed to DrFirst, the print option automatically will be set to “Was 

Transmitted” so that the prescription cannot be edited or resent. If “Received” is the only message received from 
DrFirst within five minutes or if the only message received from DrFirst within five minutes or if DrFirst sends a 
“cancelled” Message, then the prescription automatically will be switched back to “Transmit as a group.”
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Practice Partner-when error occurs communicating with DrFirst

• Retry: This button displays only for EPCS-enabled providers when an error occurs with communicating with DrFirst 
to check the DEA class for a prescribed medication. This DEA class check occurs for all mediations being transmitted 
even if the medications are not controlled substances. 

• You cannot electronically transmit the new medication(s) until the RETRY button no longer displays. 

• If the communication issue between Patient Records and DrFirst is not resolved after clicking the Retry button 
once, change the print option to something other than a transmit option. 

• Print: When a controlled substance prescription is signed in DrFirst, the print option automatically will be set to 
“Was Transmitted” so that the prescription cannot be edited or resent. 

• If “Received” is the only message received from DrFirst within five minutes or if DrFirst sends a “cancelled 
message”,  then the prescription automatically will be switched back to “Transmit as a group”. 

• You cannot print, fax, or electronically transmit controlled substance prescriptions that already are in a printed, 
faxed, or transmitted state.  To print the controlled substance prescription, a new medication must be prescribed. 
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Practice Partner Workflow - Medication (Action) button:
• Edit: You cannot edit prescriptions for controlled substance medications after they are printed or 

transmitted electronically. 

• If you select the Edit option for a controlled substance prescription that has been printed or 
transmitted electronically, the following message displays: 

You are unable to edit a controlled substance medication that has been printed or sent electronically.
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Practice Partner Workflow changes
Responding to Refill Requests:

• If you are not set up for EPCS but attempt to electronically send a prescription for a controlled 
substance, you will receive a warning message. 

• However, you can reply to the request by printing its approval instead (for controlled substances with 
a schedule level of 3, 4, or 5). 

• To do this, click the Approve or Change button. The Prescription screen appears, updated with the 
information from the refill request. The print option, Print locally immediately will be reflected in the 
Print field, and the Note to Pharmacist field will reflect the electronic prescription reference number 
followed by the note, “This is in response to an electronic refill renewal request for a controlled 
substance.” 

• If you selected to change the prescription, edit the medication, if desired. A message saying that the 
requested prescription has been denied and that a new prescription will follow is sent back to the 
pharmacy. 

• The Reply screen’s Approval or Denial explanation note field and DEA fields (in the Medication 
Dispensed and Medication Prescribed boxes) will indicate when a refill request is for a controlled 
substance. 
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• DrFirst EPCS Gold Prescriber Dashboard 
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• DrFirst EPCS Gold Prescriber Dashboard - reporting
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Practice Partner- Controlled substance auditing

• Rx audit records are crated automatically when you perform the following 
actions for all controlled substances.

• Creating a new prescription
• Signing a prescription
• Editing a prescription that has not yet been sent (printed or transmitted)
• Viewing a prescription
• Approving a refill request
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Practice Partner- Controlled substance auditing
• New tab EPCS Audit Report
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Practice Partner- Controlled substance auditing
• Audit report will be sent to the inbox of the Administrator Operator in the RX Hub
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Practice Partner- Controlled substance auditing
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Practice Partner- Controlled substance auditing – Login Audits
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Practice Partner- Logical and Prescription Audits
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Resources

Practice Partner EPCS Registration Process and Setup Guide
https://supportcenter.emds.com/richmond/servlet/servlet.FileDownload?file=01539000003gWOx
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Questions?


