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Chapter 1 - Electronic Prescribing of Controlled 
Substances (EPCS) Processes

This document provides process instructions for using Electronic Prescribing of Controlled 
Substances (EPCS) within Practice Partner.

Setting up a provider for EPCS involves the following three phases:

1. SureScripts provider enrollment

2. Identity Proofing (IDP)

3. Practice Partner setup

SQL and Oracle users: Download and install the latest version of the Practice Partner 
Maintenance (PPMT) utility. For more information, see chapter 7 in the Practice Partner Utilities 
Guide.

SureScripts provider enrollment
Complete the following steps to enroll the provider in SureScripts.

1. Log on to the eMDs Practice Support Site (https://practicesupport.emds.com/).

Figure 1.  eMDs Practice Support Site login page

https://practicesupport.emds.com/
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2. If you are not already enrolled in ePrescribing, click the Surescripts Enrollments link.

Figure 2.  eMDs Practice Support Site - Surescripts Enrollments link

If you are already enrolled in ePrescribing, click the Surescripts Providers link.
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3. If you are not already enrolled in ePrescribing, click the Enroll New Provider button.

Figure 3.  eMDs Practice Support Site - Enroll New Provider button

If you are already enrolled in ePrescribing, click the Edit button next to the appropriate 
provider.

Figure 4.  eMDs Practice Support Site - Edit button

4. Complete the Surescripts Provider Enrollment form. 

If you are not already enrolled in ePrescribing: Fields outlined in red are required. The e-mail 
address must be the provider’s e-mail address. In the Service Levels area, select the NewRx 
and Controlled Substance check boxes. You also can select the Send Hard Token check 
box and complete the Token Mailing Address fields if you want to receive a physical token 
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device in addition to the soft token you will receive. eMDs recommends ordering a hard token 
as a backup to the soft token

Figure 5.  eMDs Practice Support Site - Surescripts Provider Enrollment form

If you are already enrolled in ePrescribing, the following fields are required to enroll in EPCS: 
Home Address (at least Address Line 1, City, State, and Zip Code), DEA, Gender, and 
Controlled Substance. Ensure that the e-mail address is the provider’s e-mail address. You 
also can select the Send Hard Token check box and complete the Token Mailing Address 
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fields if you want to receive a physical token device in addition to the soft token you will receive. 
eMDs recommends ordering a hard token as a backup to the soft token.

Figure 6.  eMDs Practice Support Site - Surescripts Provider Enrollment form (top)
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Figure 7.  eMDs Practice Support Site - Surescripts Provider Enrollment form (bottom)

NOTE: The e-mail address you enter must be unique to the provider. DrFirst may contact the 
provider via the entered e-mail address to assist in the Identity Proofing (IDP) process.

5. Click the Submit Enrollment button. Two e-mails will be sent to the enrolling provider: one 
containing the soft token and another to start the Identity Proofing (IDP) process.
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NOTE: Once the provider enrollment has been submitted, activation must be completed within 
30 days.

Figure 8.  eMDs Practice Support Site - Submit Enrollment button

Identity Proofing (IDP)
The enrolling provider must complete the following steps to complete the Identity Proofing (IDP) 
process.

Prerequisite: When you receive the e-mail containing the soft token, install the soft token on a 
single device (computer or smartphone) other than the one used to access Patient Records. The 
soft token is a program that provides PIN numbers used for EPCS.
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1. When you receive the e-mail from DrFirst, click the link in step 1 in the e-mail.

Figure 9.  e-mail from DrFirst

The EPCSGold Sign in screen appears with the NPI and Invite ID fields already populated.

NOTE: Take note of the URL of this website. You will need to log back into this website later in 
the process.

Figure 10.  EPCSGold Sign in screen
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2. Click the Proceed button. The Agreement for Services screen appears.

Figure 11.  Agreement for Services screen

3. Read the Terms of Use and Conditions and click the I Agree button. The Stop screen appears.

Figure 12.  Stop screen
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4. Ensure that you have your token and personal credit card (MasterCard or Visa only) available 
and click the Continue button. The first registration screen appears.

Figure 13.  First registration screen

5. Complete the fields on this screen. The fields marked with a red asterisk (*) are required.

The address that you enter must be your home address (not your practice address). This 
address is used only for the IDP process and must match the billing address of the credit card 
you provide. The credit card must be a personal credit card; it cannot be a debit card or a 
business credit card. American Express is not accepted. Only the first eight characters of the 
credit card number are required.

If you choose to enter your driver’s license number, DrFirst may require you to enter your 
driver’s license class at the end of the number. For example, if your license number is 
51072841 and your license class is C, then you would enter 51072841C.

The second registration screen appears.
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Figure 14.  Second registration screen

6. Answer the three questions that are based on your financial history and click the Continue 
button.

NOTE: If you answer one question incorrectly, you may still pass the IDP. If you fail (answer 
more than one question incorrectly), you must start the IDP process over. If you fail the IDP 
three times, your account will be locked and you must wait 24 hours to attempt the IDP 
process again.

If you answered the questions correctly, the third registration screen appears, confirming that 
you have successfully verified your identity.

Figure 15.  Third registration screen

7. Click the Next button. The fourth registration screen appears.

Figure 16.  Fourth registration screen

8. Complete the fields on this screen to create a passphrase and a security question. This 
passphrase will be used during the process of sending a controlled substance within the e-
Prescribing application as well as to access your EPCS account in the future. The passphrase 
must contain both lowercase and uppercase alphabetic characters, a numeric digit, and a 
special character (for example, Abc12345@). Please be aware that eMDs cannot retrieve a 
lost or forgotten passphrase.
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Click the Continue button. The fifth registration screen appears, notifying you that the 
passphrase was created successfully.

Figure 17.  Fifth registration screen

9. Click the Continue button. The sixth registration screen appears.

Figure 18.  Sixth registration screen

10. Complete the fields on this screen as specified in the following table.

Field Description

Token Name Enter a nickname for the token.

Serial No Enter the serial number from the back of the 
physical token (the serial number starts with 
AVT) or the Credential ID from the soft token.

OTP PIN Enter the OTP PIN from the token. Obtain this 
number from the physical token by pressing the 
blue button on the token. 

NOTE: On the physical token, the PIN resets 
and changes every 30 seconds, so if the PIN 
disappears before you enter it, simply push the 
blue button again for another PIN.
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Click the Add Token button. A message appears informing you that the token has been added 
to your account.

Figure 19.  Sixth registration screen

11. Click the Done adding tokens button. The seventh registration screen appears.

Figure 20.  Seventh registration screen

If a cell phone number was entered during the IDP process, the provider will receive an IDP 
Confirmation Code via text message within 15 minutes of completing identity proofing. 
Otherwise, the provider will receive the IDP Confirmation Code in a letter from Experian 
delivered via USPS First Class Mail within seven days. This letter will be mailed to the home 
address you provided during the IDP process.

12. After you receive the text message or letter, log back into the EPCSGold website using the 
URL you noted in step 1. You will need the OTP PIN from your token and the passphrase you 
created in step 8.

13. Enter the IDP Confirmation Code you received via text message or in the letter from Experian.
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Practice Partner setup
The provider you are enrolling/activating and a Patient Records user who has access to Practice 
Maintenance are required to complete the following steps to finish setting up the provider for EPCS.

1. Log into Practice Partner.

2. Select Maintenance > Practices. The Practices Maintenance Select screen appears.

Figure 21.  Practices Maintenance Select screen
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3. Select the practice with which the provider is associated and click the Edit button. The 
Practice Maintenance Edit screen appears.

Figure 22.  Practice Maintenance Edit screen

4. Select the General 2 tab.

Figure 23.  Practice Maintenance Edit screen - General 2 tab
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5. In the Providers Affiliated with Practice area, select the provider and click the Edit Prv 
button. The Practice Providers screen appears.

Figure 24.  Practice Providers screen

6. Enter the provider’s SureScripts ID and click the EPCS LAC button. The DrFirst Logical 
Access Control screen appears.

Figure 25.  DrFirst Logical Access Control screen

This screen lists only those providers who have enrolled, meaning they have completed the 
IDP process with Experian, activate their tokens, and entered their IDP Reference IDs 
successfully. The providers with inactive grants are listed first.
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7. Search for or locate the provider in the list and select the Active option button for the provider.

8. In the Enter NPI field, enter the validating provider’s NPI.

9. Select the OTP token from the Choose your Device from list field and enter the provider’s 
passphrase and OTP PIN from the token. Click the Authorize button. The Practice Providers 
screen reappears with the Provider is EPCS-Enabled check box selected automatically. 

10. Select Maintenance > Setup > Operators. 

11. If asked, enter your password.

12. Click the OK button. The Operator screen appears.

13. Highlight the operator from the list.

14. Click the Edit button. The Operator Maintenance Edit screen appears.

Figure 26.  Operator Maintenance Edit screen

15. Select the General tab, select the This Operator IS the above Provider check box, and click 
the OK button.

The provider now is set up to electronically prescribe controlled substances in Practice 
Partner.
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